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Bonpoc Ne 1. IIporuBoaeiicreue kuoepnpecrynsocTi. O6mue cBeeHust

B Hacrosmee Bpems cerb LHTepHET M KOMIBIOTEPHBIE TEXHOJOIHMU
CTPEMHUTENILHO IIPOHHMKAIOT BO Bce cdephl KUZHENEATENLHOCTH  YeJIOBEKA.
C onHO# CTOPOHBI, 3TO OTKPBHIBAET Iepel] OOIECTBOM psii MEPCHEKTUB, ¢ APYroi —
BJIEYET  TIOSBJIEHME  HOBBIX ~ PHCKOB M yrpo3.  bypHoe  passurtue
TCICKOMMYHHUKAIIMOHHBIX TGXHOHOFHﬁ, Pa3BUTHUC JANCTAaHIITUMOHHBIX CII0co00B
COBEPILIECHMs IPECTYIICHUH, IPHU KOTOPBIX OTCYTCTBYET MPSIMON KOHTAKT MEXIY
3JOYMBIIIJICHHUKAMM M HMX  JKepTBaMM, BBI3BAaHHBIA  pacHpoCTpaHEHUEM
xopoHaBupycHoil uH(pexuuu Covid-19 mnepexonq MHorux chep OOIIECTBEHHBIX
OTHOLIEHHHA B HMHTEPHET-IIPOCTPAHCTBO, a TAaKXKEe HENOCTAaTOYHO BBICOKUH YpPOBEHH
nuQppoBoii  0€30IaCHOCTA  TIpaxkIaH TPUBEIM K  YBEIMYEHHIO KOJIMYECTBA
KUOEPIPECTYIUICHUIA.

Bomnpocsl 1u¢poBoii TpaHchOpMaMM IPECTYITHOCTH CETOHHS  SBIISIOTCS
OJHUMH M3 Hambosee 3710001HEeBHBIX. I OT TOro, Hackoibko 3M(eKTUBHO ymacrTcs
IPOTUBOCTOATH 3TOMY BBI30BY, 3aBHCHUT HE TOJILKO 3aUIICHHOCTD IIpaB U UHTEPECOB
rpaxJaaH, Ho ¥ HH(GOpMaMOHHasA Oe30IacHOCTh 00IecTBa U rocyaapcersa. Ilpu atom
YHHBEPCANBHBIX  IOJXO0JIOB, TO3BOJSIONMX 3(PGEKTUBHO IPOTHUBOAEUCTBOBATH
BHICOKOTEXHOJIOTHYHEIM IPECTYIUIEHUSIM, HEe BBHIPAOOTAaHO HU OJHUM TOCYIapPCTBOM
MHUpa.

B mociemHwe Ba Mecslla HaOmMIoJaeTcss  HEKOTOpas — CcTabuiIM3anus
KPUMUHOTEHHON o0cTaHOBKM B pecnyomuke. Tak, ¢ Hagama 2021 rona
3aperucTpupoBao Ha 17,6% MeHbIIE NpPEeCTyILICHUH, YeM B aHAJOIMYHBIA IEpPHOJ
npomutoro roga (13 427; 16 304). Taxxke Ha 18,8% cHuU3MICA IPUPOCT KOIUYECTBA
XHIIEHUH, J0JIg KOTOpPBIX B oOmieir kubeprnpectymHoctu coctaBiseT 9 w3z 10
NpecTyIUIeHui (TaKk Ha3bIBaeMble BUIIMHT, (DHUIIUHT).

[TpryHHEL, HOBJIMSBIINE HA CHIDKCHHE TEMIIOB pocTa KMOepIpecTyIICHUH:

AxmusHnas desmesibHOCMb NO Npecederuro KubepnpecmynieHuil.

B srom roay mnpecexagach AEATENbHOCTH JEWCTBOBABIIMX HAa TEPPUTOPUU
peCITyOIUKH «IPOI»- U «OOHAI»-CEepBUCOB, 4 TaKXKe JIUII, 3aHUMABIIMXCA 0OMEHOM
HOXMILEHHBIX JCHET ¢ OAHKOBCKUX CYETOB IPaXkAaH B KPUIITOBAIIOTY. DTO MO3BOJMIIO
CYIIECTBEHHO 3aTPyJHHUTh 3JIOYMBUIJIEHHHKAM BBIBOJ IIOXMIIEHHBIX JICHET.
[Tocnmennue 3agepkaHuss YYaCTHMKOB — IIPECTYNHBIX — TIPYIN, 3aHUMAaIONMXCA
«OOHAJIOM», TOKa3aJld, YTO II0JCTaBHBIC OAHKOBCKHME KapTOYKHM PETUCTPUPYIOTCS U
OOHAIMYMBAIOTCS MPUE3KUMH IPAKAAHAMU CONPEIENLHEIX I'OCY 1apCTB.

IIpumep 1. B pe3ynprate MPOBEICHHUS ONEPATUBHO-PO3BICKHBIX MEPONPUATHH YCTaHOBJIEHHI
1 3ajiepKaHbl YJaCTHMKU NPECTYIHON IPYNIIBI, COCTOAIICH 13 23 xurenei r.MuHCKa, KOTOpEIE C
HOos6ps 2020 I. O anpens T.I. OCYIIECTBHIM XHIIECHHE TEHEKHBIX CPECTB IyTeM MOIM(UKaIiA
KOMITBIOTEPHOI HH(OpPMAIMH Y KIMEHTOB O€TOpYyCCKUX OaHKoB myTeM Buumara. OOmas cymma
MaTepuaibHOro ymepoa cocraBuil O0Koio 1.450.000 pyGued, ycraHosaeHo Goiee 100
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notepneBmux. B orHOmeHun QurypantoR Bo30yxjaeHo ceime 100 yronoBHBIX el mo u.2.3
¢1.209, 4.2,3,4 c1.212 VK. Tlonydena madopmanus o mpuyactHocTd (GurypasToB K Goxee 1000
aHAJIOTMYHBIX PECTYIJICHU, COBEPIICHHBIX HA TEPPUTOPUHU pecityOIuKY.

Ilpumep 2. B KoHIle aBrycra T.I. 3aJ€psKaH MHOCTPAHHBIN IPayKaHUH, KOTOPKI B NEPHO.I
¢ 17 mo 28 ceHTs0ps B cocTaBe NPECTYNHOH IPyNIbl OCYIECTBH XHIICHHE IEHEKHBIX CPEICTB
IIyTeM MOAU(UKALMA KOMIBIOTEPHOH HEopMarmu y Gonee 50 rpaxnan Benapycu.

Axmuenaa unpopmayuonnas u npogunaxmuyeckas paboma 6 CMH, ¢
mpy008bIX KONNEKMUBAX U Y4eOHbIX 306€0eHUsX.

YpoBeHb KOMIIBIOTEPHOH TIPaMOTHOCTH TpakJaH HEJIOCTATOYHO BBICOK U
CYIIECTBEHHO OTCTaeT OT CKOPOCTU BHEIPEHUS TeX WM UHBIX KOMITLIOTEPHBIX CUCTEM
B ITOBCEJHEBHYIO XU3Hb. K TOMy e MHOrue 0enopycsl HEJJOCTATOYHO OTBETCTBEHHO
OTHOCSTCS K 3aIlUTe U 0e30IaCHOCTH COOCTBEHHON MH(DOPMAIIMK U INYHEIX JAHHBIX.

B Oesx pealru3anu KomiuiexcHoro rurana MepOHpHHTHﬁ, HaIlIpaBJICHHBIX Ha
npuHATHE J3(Q(EKTUBHBIX MeEp 10 NPOTUBOAEHCTBUIO KHOEpIpEeCTYyIUIEHHSIM,
Npo¢MIAKTUKE X COBEPIIECHUS, MOBBIIIEHUIO IU(POBOH IpaMOTHOCTH HaCeJIeHUs Ha
2021 — 2022 rogxel, a Takke noamyHkra 1.1 myHkra 1 Ilporokosa mnopydeHwuit
Munuctpa BHyTpeHHUX Jein oT 13.04.2021 Ne 5, ¢ 10 mo 20 mas T.r. B benmapycu
nmpoBoAwiach  Hpodmiaktudeckas — akuus — «Jlekaga — kuGepOGesomacHOCTHY,
HarnpaBJjeHHAs Ha COBEpIIEHCTBOBaHKE paboThI 1o npoduIaKTUKe
KAOEPIPECTYIUIEHNH M CHYDKEHMIO WX 4YHMCIa, IOBBIIUCHHWE YPOBHA LMGPOBOI
I'PAMOTHOCTH HACEJIEHHUS.

B pamkax akuuy peaju30BaH KOMIUIEKC MEpPONpPHSTHIA M0 MH(GOPMUPOBAHUIO
rpaXkJjaH O COBPEMEHHBIX BUAAX KUOEPIIPECTYILUICHUH U Mepax M0 IPOTUBOAEHCTBHUIO
uM. B cpencrax MaccoBoil mH(popMaNMU 32 YKa3aHHBIN MEPHOJ Pa3MEIeHO CBEIIIE
80 matepuanoB, mpoBeleHO OKOJO 10 THICSY  BEICTYIUIEHWH B YYPEXKICHHSIX
oOpa3oBaHus ¥ TPYAOBBIX KoJulekTuBax. HWHbopManmoHHO-TIpoHIaKTHUECKUE
MaTepHaibsl pa3MelAIMCh B MECTax MacCOBOIO HaXOXKJIEHUS TpaxkIaH, OO0BEKTax
COLMAILHOTO HAa3HAYEHUS ¥ TPAHCIIOPTHOM HH(PACTPYKTYPHI.



Bonpoc Ne 2. HanGoJiee akTyaabHble BUAbI KHGepHpecTy e

OnHuM U3 caMBIX paclpoCTPaHEHHBIX KUOepIPECTYIIEHNI OcTaeTcs XHUIIEHe
JACHEXHBIX CPEJCTB MpPU IMOMOIM MOAMPMKALUM KOMIIBIOTEPHON HHGBOpMAIUH.
IIpryem B OOJBUIMHCTBE CIIy4YaeB 3TH NPECTYIJIEHHS CTAHOBSITCS BO3MOXHBI M3-34
0EecHeYHOCTH CaMHX MOTEPIEBINNX, IPEIOCTABUBIINX PEKBU3UTH! JOCTYIA K CBOUM
OaHKOBCKUM CUETaM.

IIpecTynHUKY 3aB/IaeBAIOT PEKBU3UTAMH, HEOOXOMUMBIMHE TS OCYIIIECTBIICHUS
IPECTYMHBIX TPAH3aKIMH, IIOCPEICTBOM CIEIYIONINX OCHOBHBIX CIIOCOOO0B:

«360HOK U3 OAHKaA»

Buwwunz (auan. vishing, om voice phishing) — olMH U3 MEeTOIOB MOIICHHIYECTBA
C HCHOJb30BaHUEM COLHUAILHON HMHXCHEPUM, KOTOPHIN 3aKiI04aercssi B BbIBEICHUH
3JIOYMBIVICHHUKOB KE€PTBBI Ha XKEJIAa€MYI0 MOJICJIb ITOBEIACHUS C LEJBIO 3aBJIAJICHUS
KOH(sz[eHuI/IaJILHOI‘fI I/IH(l)opMauI/m JUIA TOCHEAYIOMIECTO XMILEHUS CPEICTB.

Kax mpaBuiio, 11 COBEPIICHUsS 3BOHKA IPECTYIIHUKH HCIONL3YIOT OAWH M3
paclpoCTpaHEHHBIX MECCCH/KEPOB, MCIOIb3ys (DYHKIHMIO MOAMEHb HOMepa. Kak
CJICACTBHUEC, Yy ITIOTEPIEBUICIO HA 3KpPaHE MOOMJILHOTO Tene(l)OHa MOZKET OTO6pa)KaTLCSI
COBEpPLIEHHO JI000M HOMep TesnedoHa, 3aJaHHBIA 3J0YMBIIUIEHHHKOM. Takike
IPECTYIIHAKA MACKUPYIOTCA II0J JIOTOTHIIOM Y3HaBaeMBIX O€JIOpycCKUX OaHKOB,
BBO/Is1 B 3a6J'Iy)K,[[eHI/IC NOTCHIINAJIBHBIX KECPTB.

Ot uMeHn GAaHKOBCKOI'O COTPpYAHHKA WK IIPEACTaBUTEIIA IIPaBOOXPAHUTCIIBHBIX
OpraHoB 3JOYMBIIUICHHUKA COOOIIAIOT JKEPTBE, 4YTO HEOOXOAMMO OCYIIECTBUTE
KaKue-mobo JeHCTBUS ¢ OAHKOBCKOM IUIATEXHOH KapTO#, Tak KaK KTO-TO JMOO
NBITaeTCs IOXUTUTL C Hee JEHEXHble cpeAcTBa, Nubo odopmiser Kpemurt, Jubo
IPOM3BOAMT IOJO3PHUTENBHYIO OIUIATy. 3aBlafeB pPEKBU3WTAMHM OaHKOBCKOM
IUIaTEXKHON KapThl, NMPECTYNHUKA OCYILIECTBIISIOT XHUIICHHE IEHEXKHBIX CPEICTB C
OaHKOBCKOI'O cUeTa MOTEePIEBILETO.

B nocnenHee BpeMs HauOojiee akTyalbHas cXeMa — IOOYXJEHHE >KEPTBEI
OTKPBITE KPEIUT. 3JIOYMI>IHIJIGHHI/IKI/I COO6HIa}OT KEPTBE O TOM, UYTO SIKOOBI KTO-TO
HOCTOpOHHI/Iﬁ NBITACTCA OTKPBITH KPE€AUT Ha €€ uMs, U 1A €ro JC€aKThuBalUU
HEOOXOAUMO CaMOCTOSTENbHO OOpaTUThCA B OaHK U OTKPBITH KpPEAMT, Iepeciian
BIIOCJICACTBHUHU PEKBU3UTHI CUETA.

IIpumep 1. B xoH1e oxT0ps Ha «Viber» OpecT4aHNHY [TO3BOHMI HEU3BECTHEIM M COOOIIIIL,
gyro AK00bI B MUHCKE HEWM3BECTHBIM coOupaercs opopMuTh Ha ero umsa kpemur. C IEIbio
IpECEYCHUs 3TUX JIEHCTBUIA OH IIOCOBETOBAJ OTKPHITH HAa CBOE MM MaKCUMAaIBHO BO3MOXHEIN
KpeJUT: MyXYMHAa OTKPHUI KpeIuT Ha 7,5 Teicau pyOsaeil. Taxke mo peKOMEeHmaluu 3BOHSINETO
YCTaHOBMJI TPOrpaMMmy yAajeHHoro xocryna «AnyDesk» m cooOumn ceaHcoBslif maposmb, 3aTeM
oTHpaBwi (oTorpaduu CBOEro IAcIopTa M PEeKBU3WTHI OAHKOBCKOM ILIAaTeXHOU KapThl. Bckope
HOTEpPIIEBIINA OOHApPYKWI, YTO C €r0 OCHOBHOIO cueTa IOXMINEHBl oKoino 800 pyOuelt, a
HOJIyYEHHBINA KPEUT IEPEBEICH Yepe3 LEN0UKy onepauuii B Poccuro.
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Ilpumep 2. B xoHne okxt0ps B IlumHcke MeCTHOMN JXKHTENBHMIEI Ha «Viber» MNO3BOHILT
HEH3BECTHBIN M COOOIIMIT, YTO SKOGBI KTO-TO MBITAETCA OTKPHITH KPeAUT Ha ee uMi. 1o ero ciopam,

I TIPEOTBPAIICHUST 3TOrO HCO6XOI[I/IMO B3ATb KPEIAWUTHI HA MAaKCUMAJIIFHO BO3MOXKHEIE CYMMBI.
Kenmmna cnenana to, yro eif NPEUIOKMI HEU3BECTHBINA, a TaKXKe 110 €r0 HACTOSHUIO YCTaHOBHIIA

porpaMMy yAaieHHoro pocryna «AnyDesk» u coobmmuna ceaHcoBslil mapoms. B urore sxeprsa
MAIIIack 12 Teicsd Genopycckux pyoiiei.

Ipumep 3. Xuremo r.I'poauo mocTymun psia 3BOHKOB depes «Viber» oT oJHOTO U TOro e
MOIICHHNKA, KOTOPBIA IO NMPEUIOrOM BHIABJICHHAS HETOOPOCOBECTHBIX GAHKOBCKHX PaGOTHHKOB
CKIIOHMII €r0 K OTKPBITHIO KPEJUTA M NEPEBOLY BCeH CYMMBI Ha CBOi OaHKOBCKuMi cuet. Ilepenas
PEKBU3UTEI, IPOJIHEHYaHUH JIMIIWICS 13 ThicsSu pyOneil.

«Duwmunzy

Quwunz (om auan. fishing — peibnas 10613, evlysCUEaHUE) — OIUH U3 BUIOB
MOINCHHMYECTBA,  HEJIbI0  KOTOPOro  fBISETCS  MOJyYeHHE  JOCTyma K
KOH(U/ICHIMATLHBIM JAaHHEIM [0JIb30BaTeNeH (JIOrUHAM U IapoNsM) U IIOCIIEAYIOUIETO
XMILEHUS IEHEXKHBIX CPEJICTB.

Hanbonee d9acTo naHHas IpecTymHas CXeMa pealu3OBHIBAET B OTHOICHHH
KJIIMCHTOB TOPrOBBIX HHTEPHET-IUIOMANOK. BhIcTymas B poid  HOKymarens,
3IOYMBIIUICHHUK HaXOJMT MpOAaBla TOBapa M BCTYNAET C HUM B MEPENHCKY B
MecceHIuKepax («Vibery, «Telegramy, «WhatsApp»). OH cooGlaer, 4To TOBap ero
3aMHTEPECOBAl M yXe€ SKOOBl COBEPINMJ Mpeaomary (3a4acTyio BEICHUIAETCS
CKPUHIIOT 3JIEKTPOHHOI'O YeKa O MEPEYUCIEHUH CPEACTB). JIst Toro, 4ro0b MONYYUTH
JAaHHBIE CPEJICTBA, MPOABIY AKOOBI HEOOXOAMMO NPOKUTH MO IMIEPCCHUIKE M BBECTH
JaHHBIE.

HeBHuMaTenbHBIA MHTEPHET-NIOIB30BATEh MOXET W HE 3aMETHUTh INOIMEHB,
TaK Kak [OJO0OHBIE CTPAHUIBI BU3YAIbHO CXOXKH ¢ O(QOPMIIEHHEM CAlTOB M3BECTHBHIX
cepsucos (Kygap, EPHUII, CDEK, bennouma, caiimel pasiuunvix 6anxoe u Op.).
Anpec mojJensHONH BeO-CTPaHMIBI TaKXKe MOXET HAIlOMUHAThL peanbHEIH (kufar-
dostavka.by, erip-online.com, belarusbank24.xyz, cdek-zakaz.info u op.).

Ecim jkepTBa «IIOMaJeTCs Ha YAO0YKY» M 3alONHUT (OPMY, COOTBETCTBYIOLIME
PEKBHU3HMTEI JIOCTyIa K OaHKOBCKOMY CY€Ty OKaXyTcsi y mpecTymnHuka. Yepes
CYMTaHHBIE MUAHYTHI 3I0YMBIIIEHHUK OCYIIECTBISAET JOCTYI K OAHKOBCKOMY CYETY M
IIEPEBOAMT JEHEXKHEBIE CPEICTBA HA KOHTPOJUPYEMblE MM OaHKOBCKHE CYeTa WU
SJICKTPOHHBIC KOIICJIbKH, 3apeFI/ICTpI/IpOBaHHI>Ie Ha IMOACTaBHBIX JIMII.

Ilpumep 1. Xutenpnuna bpecTkoid oOnacTy Ha TOProBOH HHTEPHET-ILIOMAIKE pa3MECTHIA
oOpsiBIeHne o npojaxke Tyduei. Bcekope B Meccenmxepe «Viber» et mocTynmiuo cooOIIEHHE OT
HEM3BECTHOrO A0OHEHTA, KOTOPBIH COOOMIMII O KeJaHuU NPpHOOpecTH ToBap. 3aTeM OH IPUCTAl CCBUIKY
«https://evropochta.pay-get.by», MOSACHHB, 4YTO OKEHIIMHE HEOOXOJMMO BBECTH DPEKBH3HTHI CBOEii
0aHKOBCKOH INIATEXKHOM KapThl IUIS HOCIEAYIOIEro nepeBoia JeHer 3a Ty(dum. OHa mpouwia mo CChUIKE,
BBEJIa TpeOyeMyro HHPOPMAIIHIO, X BCKOPE C €€ CUeTa IPECTYIHHUK IIOXUTHI 2 THICSYH PyOei.
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IIpumep 2: bopucoBYaHKa Yepe3 TOProBYIO HHTEPHET-IUIOMIAIKY INBITATACh MpPOAATh CTAaBIIYIO
HEHY)KHYIO B X03sHcTBe Bellb. [lokynmaTens Hamesncs ObICTPO: OH JOJTO PACCHPAIINBAT O COCTOSHHUH BEIIH
U €€ MOTPeOUTENLCKAX CBOMCTBAX. 3aTeM OTIPABHII JKCHIIMHE CChUIKY Ha (DUINMHTOBBIA CaliT, Ie HYKHO
BBECTH JIaHHBIE €¢ OAHKOBCKOM KapThl IS 3auMcieHus Iuiatexka. OIUIaTel 3a TOBAp HE IOCTYIHIIO, 4 CO
cyeTta NoTepHeBlIeH ObLI0 CIMCAHO MOYUTH 2 ThICAY pyOIIei.

B nocnenHee BpeMs y4YacTWINMCh CiIyyad CO3IaHUS (DUINMHTOBHIX CalTOB,
OPMEHTUPOBAHHBIX M0 3allpOCHl NOJIb30BaTeNel B NOMCKOBEIX cHcTeMaX. I'paxkiane
nonazarT Ha HUX npsamo u3 Google u Yandex mocne 3anpocoB tuna «bemapycGank
TVYHBEIN KaOuHeT», «benarponpoMOank HHTEPHET OAHKUHI U T.JI. YBHUAEB 3HAKOMBII
3ar0JIOBOK M JIOTOTHII CaiTa B BhIJJaue Pe3yJIbTaTOB ITOMCKA U HE YAOCTOBEPUBIIUCH B
COOTBETCTBHM aJpeca caira JEHCTBUTEIBHOMY [IOMEHHOMY HMEHH OaHKOBCKOIO
YUPEKACHUSA, NOTEPIEBIIMA 3aloiHjAeT OTKpBIBIOyIOCS (OpMYy aBTOpH3alMH. B
pe3yJibTaTe BBEIEHHBIE TaHHbIE OTIIPABIISIIOTCS IPECTYIHUKY, a He OaHKY.

Taxke mnpuoOpena NONMYISPHOCTH MOIIEHHUYECKAss CXeMa, CBSA3aHHAs C
IIpOBeJIeHUEeM SKOOBI «pPEKJIAMHBIX aKUUil» OT HWMEHH W3BECTHBIX B bemapycu
ToproBeix OpsnmoB. Ilocime mpoxokaeHHs ompoca Ha MOAJIEIBHOM  caiiTe
(mpakTU4YeCKd HE OTIMYMMOM OT OpPUTHMHAIBHOIO) IOJB30BATENIO JUIS MOTYUYESHHUS
BBIMTPHIIIA IIpejiarajoch CKayaTh U yCTAHOBUTH MOOUIIBHOE NPUIIOKECHHE, IIPUBSI3aB
K HeMy OOHYyCHYIO M OaHKOBCKYyIO KapTy. Ecim >xepTBa BBINOJIHSIIA 3TO YCIOBHE —
MOIIIEHHUKH TOTy4ay PeKBU3UTHI 1JI XUIICHUS JICHEeXHBIX CPELICTB.



Bonpoc Ne 3. Unble cnocoObl coBepuieHnsi KUOepnpecTyniJaeH i
C60000HbLII Oocmyn K OAHKOBCKOU Kapme

B psane cnydaeB NpUYMHON XMINEHHWA C OAaHKOBCKUX CYETOB CTAHOBSTCS He
XUTphle CXeMBl MOILICHHUKOB, a OaHanbHas yTeps KapThl, OCTAaBJICHHE €€ B
JIETKOAOCTYIIHOM MeCTe WM Iepefadya HMHBIM JIMLAM IS OCYIIECTBIEHHUS Pa30BBIX
niaarexed. Pa3HOBHAHOCTBIO IOZOOHOTO  JIETKOMBICIUS — SBISETCS  XpaHEHUE
doron3zoOpakeHuii OaHKOBCKMX KapT WM IUJIATEXHBIX PEKBU3UTOB B IaMSTH
MOOWJIBHOTO TejiehoHa, B IMOYTOBOM aKKayHTe WJIM JUCTAHIMOHHOM OO0JIaYHOM
xpanuuie. [Ipy HECaHKIIMOHUPOBAHHOM JOCTYIIE K TAKOMY XPaHWIUILY IPECTYIHUK

NOJTy4YaeT OecpensTCTBEHHBIN JOCTYI K OaHKOBCKOMY CHUETY €ro BJIaJIeIIblIa.
Puck ocrarbest 0e3 3apabOTaHHBIX AEHEKHBIX CPEJICTB TaKKE YBEJINYMBAET

xpanenne PIN-xoza psgoM ¢ Kaprodl (HalpuMmep, 3allUCaHHBIM Ha OyMaxke B
KOIIIEJIbKE UJIN Ha caMOil OaHKOBCKOM KapTe).

Iloxynka ¢ npedonnamoii
Haubosiee mpocToi, HO OT 3TOro He MeHee padorarouieil GopMON HHTEPHET-
MOIIIEHHUYECTBa, SBJSETCS pa3MellleHue NpecTyNHUKaMHU OOBABICHUH O Ipoaaxke
Kakux-mubo ToBapoB 10 OpocoBbiM 1eHamM. Ho mig ero momydenus (sIKOOBI
IIOCPEICTBOM MMOYTOBOM MEPECHUIKH MM CITy>OBI JOCTaBKM) TpeOyeTcs NepedncieHne
IpeloIiaTEl WIM 3ajJaTka Ha YyKa3aHHbIE «IpPOJABLOM» OaHKOBCKYIO Kapry,
3JCKTPOHHBIM Komenek. OOBIYHO MOC/Ie NEPEYHCICHUs OXHMIACMbIi TOBap TaKk U He

TMOCTYTIAET, a KIPOAABEL [IEPECTAECT BEIXOJUTH HA CBS3b.

HTanmasic

B HEKOTOPHIX CIIydasiX 3JOYMBIIUICHHUKA MOIYT YIPOXarh pasrjalleHHeM
Pa3IMYHBIX KOMIIPOMETHPYIOIMX CBEJEHMI C LIENIBIO BLIMOTaTeIbCTBA.

ConmanbHbBle CETH — JTO KiajJe3b INEepCOHANBHON HH(pOpMalMH O YeIOBEKE.
[TonyuynB HECAHKUMOHMPOBAHHBIA JOCTYIl K CTpaHMlaM B CONMAIBHBIX CeTsX,
TIepeNUcKe 3JIEKTPOHHBIX MOYTOBBIX SIIMKOB M OOJaYHBIM aKKayHTaM M 3aBliajieB
M300paKeHUIMU, HEe IpeIHa3HaYeHHBIMH 1 IIyOJIUYHOTO IPOCMOTPR, TIPECTYIHUKH
BCTYNIAIOT B MEPENMCKY C IOTepHeBUIMMH, TpeOys pasHbIEe JICHEKHBIE CYyMMBI H
yIrpoxKas B ciIy4da€ OTKa3a paCHPOCTpaHI/ITB ux B cet BT CPHET.

Onaaun-uzpot

MHIycTpys IPOU3BOJCTBA UIP JUIS MEPCOHABHBIX KOMIIBIOTEPOB ¥ MOOMIIBHBIX
rajKeTOB JABHO CTajJ0 BBICOKOJOXOJAHBIM OmsHecoM. He yauBHTENBHO, 4YTO
MMOBBIIICHHBIM BHUMAHUEM OHA IIOJB3YETCA W Yy MOIIICHHHKOB. HCHHOCTB TYT
NPEICTAaBISIOT M aKKAyHThl IIOJIb30BaTeNied, K KOTOPBIM HEPEIKO IIPUBS3AHbI
PEKBU3UTH OAHKOBCKMX IIIATSKHBIX KapT I MOKYNKH MIPOBBIX NMPEUMYLICCTB, H
KOJUIEKI[MOHHBIEe TpeMETH], KOTOpble WIPOKHM Takke HepeaKo IIPHOOpEeTaroT 3a
peanbHbBIE JE€HBIH.
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Bonpoc Ne 4. OcnoBHbIe npaBuia dPOBOIl TrUrUeHbI

Hukoraa, HMKOMY M HH IpPH KaKMX 00CTOMTEJbCTBAX He coolmmaiiTe
PEKBH3HUTBI CBOMX 0AHKOBCKUX CHYETOB M GAHKOBCKMX KapT, B TOM YHCJIe JULAM,
MPEICTABUBIIMMCS COTPYAHUKAMHU 0aHKA HJIM IPABOOXPAHUTEILHBLIX OPraHoB.

Takxe He cnemyer coobmars B Tene(OHHBIX pPa3roBOpax H npu OOLIEHUH B
COLICETSIX NOJIHBIM HOMEP KapTOUKH, CPOK ee jeiicteus, kox CVC/CVV (Haxomsumecs
Ha 00paTHOM CTOPOHE KapThl), JIOTMH M Mapoib K MHTEPHET-0aHKUHTY, NacIOPTHEIE
JaHHEIE, KOJ0BOE CJIOBO (1M poBoii kox) u3 SMS-coobiieHwmiA.

B ciydae mocTyIuieHus 3B0HKa «OT COTPYAHHKA GaHKa» HEOOXOIUMO YTOUHHUTE
ero ¢ammwimioo, HOMEp TenedoHa, IOCHE Yero 3aBeplIUTh PasTOBOP U CAMHM
II0O3BOHUTE B OAHK WJIK B KPYTJIOCYTOYHYIO CIYXKOY cepBHCa, HOMEP KOTOPOH HaHUCaH
Ha 00OPOTHOH CTOpOHE MIaTexHo# KapTel. CoobiiuTe 0 cmydusmemcs. Ckopee Beero,
HUKaKUX HECAaHKIIMOHHUPOBAHHEIX ONepaliuii He ObLIO, 1 HUKTO U3 OaHKa He 3BOHMUIL.

B tom ciyyae, ecnu ¢ ucnonssoasneM Bamrero cuera u npasna KTo-to Gymer
TBITaTECS COBEPIINTh HECAHKIIMOHMPOBAHHBIE ONEepallud U OaHK 3TO 3aMETHT, TO €ro
COTPYIHUKM CI€pBa MHHIMATHBHO 3a0JIOKMPYIOT OaHKOBCKYIO IIIATEXHYIO Kapry,
3aTeM cooliar BaM npuyuHy NPUHATOrO petieHus (HHYero He YTOUHsISA) U MPUIIacsT
MOCeTUTh OaHK C MAacoOpTOM Ui TONy4YeHHS HAIMYHBIX JEHEKHBIX CPEACTB M
HaIlMCaHus 3asBJIEHNs] Ha IIEPEBBITYCK KapTHI.

Yurure: COTpYIHUKH O0aHKOB HUKOT/IA HE UCIOJIB3YIOT JUIs CBA3M C KIMCHTAMM
MecceHKephl («Viber», «Telegramy», « WhatsApp»).

B Hacrosimiee BpemMsi mpocTo HeOO0XOJAMMO HaIM4He BTOPO (GaHKOBCKOM
IUIaTe}KHOMl KapThl, He NPHBSA3AHHOW K OCHOBHOMY O0AHKOBCKOMY CYeTy
(manpuMmep, 3apIUIaTHOMY).

OT1oil kapToil paccuuThIBaiiTech B ceTH MHTepHer, 3apaHee INONONHSAS ee Ha
HeoOXxoaumyro cymmy. B Takom citydae Bel cMokeTe 00€30macHTh CBOM OCHOBHOIM
OaHKOBCKU CUeT.

MHuorue OaHKM NpPEIATaloT CBOMM KJIMEHTaM YCIYTy BBIIYCKA «BHPTYaIbHON
KapTel». IIpomecc ee OTKpBITUA He TpeOyeT IOCENICHHsS KIMEHTOM OaHKa WM
npelacTaBIseT coboil gocTaroyHo OblcTpelid mporecc. B umrore Bel  cranere
obyiazarenieM BJIEKTPOHHOIO aHanora OaHKOBCKOH KapThl, IOCPEICTBOM KOTOPO
CMOXETE pacCUUTHIBATHCA 3a YCIYTU B ceTH VIHTEpHET 0€3 prucKa CKOMIIPOMETUPOBATE
OCHOBHOHl OaHkoBckMi cyeT. IIpocTo mepen ommatoil momojHHUTE ee HeOOXOIUMOIL
CYMMOH ¢ OCHOBHOM KapThl — U HUKaKuX rpobiem!

Hu B xoeMm ciyuyae He IpPeAOCTABISANTE J0CTYIl K MOOMJILHOMY YCTPOMCTBY
INOCTOPOHHMM JHIam!

Hukorna He ycraHaBjaMBafTe IO INPOCh0aM HE3HAKOMBIX JIMI[ IPOrpaMMBI
yJAJeHHOro J0oCTyna, Takue, Hampumep, Kak «AnyDesk», «TeamViewer» u ap. He
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COO6H1&I>1TC HE3HAKOMBIM JIMIIaM CEAHCOBLIE KOJbI! ‘Iepe3 9TU TIPUITIOKEHUS

MOIICHHUKHA MOTYT IIOJNYYHMTB JOCTYIl K MOOHJIBHOMY NPHIOKEHHIO HHTEPHET-
OankuHra Ha Bamewm ycrpolicTee U COBEpIIUTE XUIEHUE EHEKHBIX CpPEICTB.

Kaxapiii Biaagesen 0aHKOBCKHX ILIATEKHBIX KAPT MOXKET HACTPOHTH
COOCTBEHHBIH JrOPUTM 0€30MaCHOCTH IIPH UX UCIOJIL30BAHMM.

Jnst  obecrieyeHus: COXPAHHOCTH JEHEXHBIX CpPEJCTB, pa3MELIEHHBIX Ha
OaHKOBCKMX ~ CY€TaX, KaXIBlf Jepiareilb KapTOYKH IOCPEACTBOM  CHCTEM
JICTaHIHOHHOr0 GaHKOBCKOIO OOCITY)KMBAHUS MOXKET YCTAHOBUThH MHJIVBUIYAJIbHbIE
OrpaHH4YeHHs (JIMMHUTBI/3aIPETH).

Cpe OCHOBHBIX — CIIEAYIOIIHE:

nopkmoyeHue  TexHonorun  3D-Secure  (oOs3aTensHOE  MOATBEpIKIEHHE
OlNepalyi, COBEPIIAEMBIX JepKaTeNIMi KapToUeK ¢ MPUMEHEHHEM UX PEKBH3HUTOB B
cetu UHTEpHET);

yCTaHOBJIEHHE OAaHKOM-3MHTEHTOM OTPaHHYEHHE Ha IIPOBEIEHHE PACKOIHBIX
omepauuil (MakCHMaIbHAs CyMMa U KOJIMYECTBO ONEPAlyii B ONpeeNeHHBIH HepHo
BPEMEHH );

BO3MOJKHOCTh CaMOCTOSTEIbHO YCTaHABIMBAaTh OTpaHUYEHHs (HA IPOBENEHHUE
onepauuii B cetu MHTepHET, Ha coBepllieHUe oIepaluii B KOHKpPETHOH cTpaHe, Ha
COBEpILEHNE OTEJIBHBIX BUJOB OIepaItuii).

MJist pocTyna K CHCTeMaM NUCTAHUHMOHHOIO GaHKOBCKOIO 00CayKUBAHUS M
JAYHBIM ~ aKKAYHTaM  Heo0X0JuMO  HCHOb30BATh  CJIOXKHLIE  NAPOJIH,
HCKJII0YaIoLIHe BO3MOKHOCTh MX MoAGOpa.

PexoMengyercst cocTaBisATh KOMOMHAIIMY Naposieil He MeHee yeM u3 12 3HaKoB
(uucpsl, OYKBEI M CHMBOJBL B pasHOM peructpe). CosjaBaiiTe yHUKaIbHBIE NAPOIH
A Kaxgoro cepsuca B oTaenbHOCTH. CTOMT BO3/MepXkaThcs OT Iapoliei,
COCTaBJICHHBIX M3 JIaT POXKICHUA, MMEH, GaMHIMHA — TO €CTh TeX, KOTOpHIE JIETKO
BBIYMCIIATE U3 OOIIENOCTYNHBEIX MCTOYHMKOB HHGOpMamuu (HAMpUMeEp, TeX Ke
conuansHeIX cereif). Takke cienyer peryyispHO MeHSTH MapoJM, YeM dalle — TeM
ny4uie. Ione3y#Tech TOJIBKO IPOBEPEHHBEIM MEHEIXKEpaM NapoJieii!

IIpur mocTyniieHHMH B COLMAJIbHBIX CETHAX COOOIIEHHI OT JIML, COCTOSIIMX B
KaTEeropuu «Ipy3bsi», ¢ NPoCcL0aMu 0 NPEAOCTABJICHUN PEKBH3HTOB 0aHKOBCKMX
IJATEXKHBIX KAapTOYeK — He CJeAyeT cpa3y :Ke oOTBedYaTb HA I0J00HbLIE
cooOmenus!

Hepenxo Ttakme NpochOBI pacchUIAlOTCS OT HMEHH Jpy3eil NMpecTyNHUKaMU,
B3JIOMaBIIMMH aKKayHT B COLM&JIBbHOM C€TM M TOIYYMBIOIMMHU JIOCTYN K
KoHbuAeHIHaNbHOH mepenucke. [ToaroMy cHavama HEOOXOAMMO CBS3aTBCS C ITUM
YeJJoBeKOM (M0 Tese(OHy, JTUYHO BCTPETUTHCS) M YTOUHUTH, AEUCTBUTENLHO JIA OH
HYXJ1aeTcs B IIOMOIIH.
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B measix 3ammThl YCTPOMCTB HEOGXOAMMO HCHOJb30BATH JIHIEH3HOHHOE
nporpaMMHoe o0ecniedeHne, peryIsipHo 0GHOBJISITH POrpaMMHoe ofecreyenue u
ONePallHOHHYIO CHCTEM.

YCTaHOBHUTh aHTUBMPYCHYIO IPOrpaMMy CIEAyeT He TOIbKO Ha IepCOHATBHLIN
KOMITBIOTED, HO U Ha CMapT(OH, IJIAHIIET U PEryJISpHO OOHOBIISLTH ee.

O0s3aTeNnbHO pacckaxure 06 STHX OCHOBHBIX IPaBUIaX «IM(POBOH IHIUEHED
CBOMM POJICTBCHHHKaM, OJIM3KUM, 3HAKOMBIM H JPY3bsiM, BEb B CHJIy BO3pacTa MM
HEJO0CTaTOYHOrO YPOBHSA (MHAHCOBOH I'PaMOTHOCTH OHH MOTYT OBITH OCOGEHHO
YSA3BHMBI JUIs AEACTBUNA KUOEPIIPECTYITHIKOB!



